METOAUWYECKUE PEKOMEHOALUWUUN O PASMELLEHUN HA
MHOOPMALMNOHHbLIX CTEHAOAX, OPULIUATIbHbBIX UHTEPHET-
CANUTAX U OPYTUX MUHO®OPMALIMOHHBLIX PECYPCAX
OBLUEOBPA3OBATEJIbHbIX OPFTAHU3ALIUA U OPITAHOB,
OCYLUECTBIAOWUX YINPABJIEHUE B COPEPE OBPA3OBAHUA,
MHO®OPMALIMN O BE3OINACHOM NOBEAOEHUU U
NCNoJIb3OBAHUU CETU "MHTEPHET"

okcneptamn 1 yneHamn BpemeHHom komuccum Coseta degepaumm no
pasBuTUIO  MHOPMaLMOHHOrO obuwlectBa B paMKax  BbIMOSHEHUS
pekoMeHZauuMnm  naprnameHTCKMX  criywaHun  “AkTyanbHble  BOMPOCHI
obecneveHna ©6e3onacHOCTM W pa3BUTUMS geTer B MHEOOPMaLMOHHOM
npocTtpaHcTBe", KoTopble npownu B CoBete Penepaunmn 17 anpens 2017
r., 6eM paspaboTaHbl MeTOOUYECKME pPEeKOMEeHOaunn O pasMeLLEeHUN Ha
MHPOPMAUUNOHHBLIX CTeHAaX, oduuunanbHbIX WHTEpHeT-canTax Wn Opyrnx
MHPOPMAUUNOHHBLIX pecypcax obLeobpasoBaTernbHbIX OpraHM3aunmn u
OpraHoB, OCYLLeCTBNAKLWMX ynpasneHne B cdepe o0bpasoBaHus,
WHopmauum o 6e3onacHOM MOBEAEHUNM U UCMNOSIb30BaHUM  CeTU
"MIHTepHeT" (ganee - MeToan4eCcKkmMe pekoMeHgauum).
MeToguyeckne pekomeHaaumMm HanpaseHbl Ha Ka4eCTBEHHOE MOBbILIEHNE
YPOBHSA  MHGOPMALMOHHON  AeATenbHOCTM  0bLlieobpasoBaTernbHbIX
opraHu3aumm W OpraHoB, OCYLLUECTBAKLLNX YyrnpasBrieHne B cdepe
obpasoBaHMda, B 4acTu MHMOPMUPOBAHUSA Yy4YaLLUUXCHA, WX poauTenen
(3aKOHHbIX NpeacTaBUTENEN) U Negarorndeckmx paboTHMKOB 06 OCHOBHbIX
acnektax UHdopmaunoHHoM 6e3onacHOCTM.
MeTogndeckne  pekoMeHgaumMm  no3BonAaT  obuweobpasoBaTeribHbIM
opraHusaumamM U opraHam, OCYLLeCTBMLAWMM YyrpasneHne B cdepe
obpasoBaHWd, akTyanusnpoBaTb YXe WCNofb3yemMble U pasMmelleHHble
WHPOPMAUNOHHbIE MaTepuanbl, Tak W MNOArOTOBUTbL UX B Chyyae WX
OTCYTCTBMS C Y4ETOM JTy4LUNX NPaKTUK N peKoMeHaaLm .
B pamkax metoomnveckux pekoMeHOauun paccmaTtpuBalroTCca crefywoouime
WHCTPYMEHTbI:
1. NHPOPMALMOHHbIE CTeHbI;
2. opuumarnbHble NHTEPHET-PECYPCHI;
3. cpeacTtBa MaccoBoW MHpopMaumn (LWKOSbHbIE ra3eTbl, negarormyeckme
nsgaHna n gpyrue).

MHdopmMaLMOHHLbIE CTeHAbI
Ha vHpopmMaunoHHbIX cTeHgax B obuieobpasoBaTernbHbiX OpraHn3aumsix,
pacrnonoXeHHbIX B ¢one yypexageHun u B KabuHeTax, OCHAaLLEHHbIX
nepcoHanbHbIMKM  yCTponcTBaMmn Angd  Bbixoga B ceTb  "UHTepHeT",
peKkoMeHayeTca pasMecTUTb MHMOPMaUMOHHbIE MNaMATKW, codepxallne
OCHOBHble COBeTbl MO obecnevyeHnto WHGOpPMaLMOHHOM 6e3onacHOCTU
yyalumxcs.
B npunoxeHmn N 1 K meToOMYEeCKMM peKoMeHOauunsam npencraBrieH
obpasey NnamMsaTKM Ans pasMmeLleHns Ha MHPOPMaLMOHHbBIX CTEHOAX.



CpeactBa maccoBoun MHopmaumm
B cpeagctBax  maccoBon  MHopMauuMn,  OPUEHTUPOBAHHbIX  Ha
oOy4varLmxca, pekoMeHOyeTcss B TevyeHue ydebHOro roga perynsipHo
nyénukosatb MHMOPMaUMOHHbIE MaTepuarbl, NOCBSLLEHHbIE OTAESbHbIM
acnektam MHGOpMaLMOHHON Be30NacHOCTU, a TakKe pasfnyHble NamMaTKN
oOLLero xapakrepa.

B cpeagctBax  maccoBonM  MHpopMauuMn,  OPUEHTUPOBAHHbIX  Ha
negarormyeckyto  obLecTBEHHOCTb,  PEKOMeHOyeTcss B TedeHue
KaneHgapHoro roga  perynspHo  nybnukoBatb  MHAOPMaLMNOHHbIE
mMaTepuanbl, MNOCBSALWEHHbIe OTAerNbHbIM acnektam MHGOPMaLMOHHON
6e3onacHOCTN Kak HeCOBEpLUEHHONETHUX, Tak U obueobpasoBaTeribHbIX
opraHuMsauMn, a Takke pasfnuyHble namaTkn, 0630pbl HOpPMATUBHO-
NpaBOBOro perynnmpoBaHnsa SJaHHOW cpepbl U MHPOPMAaLMIO O aKTyasibHbIX
MEpPONPUATHSX U COObITUAX B AaHHOW chepe.

B xogoe nposeaeHus EgmHoro ypoka no 6esonacHoctu B cetn "UIHTepHeT"
pekoMeHayeTcs obecneynTb BbIMYCK TEMaTUYeCKOro BbliNycka cpeactsBa
MaccoBOoW WHGopmaumnm nubo cepun nybnukaumm, cpean  KOTopbIX
pPacCMOTPETb OpraHn3oBaHHblE MeponpUATUS Ona  obydyarowmxcs, ux
poanTenen (3aKOHHbIX npeacraBuUTenen) n negarormyeckom
0OLLLECTBEHHOCTN.

OdmumanbHblie UHTepHeET-pecypcChbl
O6uweobpasoBatenbHbiM  OpraHu3auMsiMm  pPEeKOMEeHAyeTCss Ha  CBOMX
oduumanbHblX  MHTepHeT-pecypcax obecneyntb  YHKUMOHUPOBaHME
CaMOCTOSATESNILHOIO U cneunannu3npoBaHHoro pasgena "MHgopmaunoHHas
BGesonacHoCcTb", B pamMKkax KOTOpPOro npeaycMoTpeTb pasmelleHune
cnegyrLwen nHopmaumm:

dopmart
npeacTaBJieHust
N| Pa3zmen/mogpaznes MaTepuajioB ConepkaHue MaTepuaJioB
Pa3merniaroTcs KOUA JOKYMEHTOB,
T.€. CKAHUPOBAHHBIN BAPUAHT
JIOKYMEHTA, COOTBETCTBYIOLINN
TpeOOBaHUAM K IMapaMeTpam
CKaHUpOBaHus. Pazmeniarorcs
UlokanbHBIC TOKYMEHTBI, PeTJIaMEHTHPYIOIINE
HOPMATHBHBIC aKThI B OpraHU3aINIO U paboTy C
chepe obecrieueHUs MePCOHATBLHBIMU JaHHBIMH, TIJIAHbBI
H)OPMAITMOHHON Konuun MEPOTIPUATUN 110 00ECTIEYCHUTO
Oe3omacHOCTH ITOKyMEHTOB B [MH(OPMAIIMOHHOM 06€30MacHOCTH
1.JoOy4arommxcs dopmare *PDF  |oOyuaromuxcs u npyrue.
[1yOMMKYIOTCS aKTyalbHBIC
CBEJICHUS O (pefiepaIbHBIX U
Komnuu [PETMOHANIBHBIX 3aKOHAX, MUChbMax
HopmatuBHOe ITOKyMEHTOB B |Opr'aHOB BJIACTU U JPYTHE
2.[peryaupoBaHue dbopmare *PDF  |[HopMaTHMBHO-TIpaBOBbBIC




ITOKYMEHTBI, PerjaMeHTUPYIOIINE
obecrnieueHrne HHPOPMAITMOHHOM
0e30macHOCTH
HECOBEPILICHHOIETHHX.
JlomyckaeTcst BMECTO KOIUH
[pa3MeInaTh THIEPCCHIIKA Ha
COOTBETCTBYIOIINE JOKYMEHTHI Ha
CalTax OPraHoB rOCYIAPCTBEHHON
BJIACTH.

TekcT Ha
CTpAHUIIEC CanlTa
Konuu

Pa3meniarorcs METOAMYECKUE
[PEKOMEH/IAIMU U YKa3bIBACTCS
uHGOpPMAITUS O MEPOTIPUSITHSIX,
MPOEKTaxX U Mporpammax,
HAIPaBJICHHBIX Ha MOBBIIICHUE

[lenaroruueckum ITOKyMEHTOB B [MH(OPMAIIMOHHOMN TPaMOTHOCTH
3.[JpaboTHHKAM dopmare *PDF  [memarornyeckux pabOTHHUKOB.
PasmMeriaercs nHdopMaloHHast
namsTka (rnpusiaoxenue N 2) u
yKa3bIBaeTCsl HH(popMaIus o
MEPOTIPUATHSX, IPOSKTAX U
porpamMmax, HarpaBJIeHHBIX Ha
Tekct Ha MOBBINICHUE NH(DOPMAITMOHHOM
4 (O0yuarommmcst CTpaHMIIC CaliTa [(PAMOTHOCTH O0YYaIOIIUXCS.
PonurensiM (3aKOHHBIM
[TPEICTABUTEIISIM) Texcr Ha Pasmeniaercs nHGOpMaIMOHHAS
0.[00yUaronmXxcs cTpaHulle caiiTa |namsartka (mpuioxxenue N 3).
PazmMeriaercst undopmarus o
[PEKOMEHIYEMBbIX K UCIIOJI30BAHUIO
B yueOHOM TIpoliecce 6€30macHbIX
JleTckue OezonacHbie [TekcT Ha caiiTax, 0aHHEpHI OE30MACHBIX
6./caliThI CTpaHMIIE CaliTa |I€TCKUX CAUTOB.
OpraHam, ocyuwecTBnawWwmMM ynpaerneHne B cdepe obpasoBaHus,

peKkoMeHAyeTCs Ha CBOUX oduumanbHbix VIHTEpHET-pecypcax obecneunTb
dYHKLMOHMPOBaHME CaMOCTOATESTBbHOIO U cneumanmM3npoBaHHOro pasgena
"MIHpopmaumnoHHas 6e3onacHOCTb", B pamMKax KOTOpOro npeaycMoTpeTb

pasmMmeLleHne crneayrLwen nHpopmaumm:

HEJNb3A

1. Bcem nogpsg coobuwatb CBOK YacTHYH MHGOpMaUUIO (HacToSALWMne NMs,
damunuio, TeneoH, agpec, HOMep WKOMbl, a Takke oTorpadun ceou,

Mpunoxexne N 1

NMAMATKA

ONA OBYYAKOLLMXCA OB UHOOPMALIMOHHOW BE3OMNACHOCTU

OETEN

CBOEN ceMbM N apy3en);




2. OTKpbIBaTb BrOXEHHble hannbl 3NEKTPOHHOM MOYTLI, KOrga He 3Haellb
oTnpaBuUTens;
3. [pybuTb, NpuanpaThCs, OKasblBaTb JaBfeHMne - BECTU ceba HEBEXNMBO
N arpeccuBHo;
4. He pacnopsibkancs geHbramm TBOeN ceMbn 6e3 paspelleHnst CTapLumnx -
Bcerga crpawumsan pogutenem;
5. He Bctpevancs c VIHTepHET-3HAKOMbIMM B peanbHOW >XU3HWU -
NOCOBETYNCS CO B3POCIIbIM, KOTOPOMY OBEpPSELLb.
OCTOPOXHO
1. He Bce nuwyTt npaBgy. Ymtaewb o cebe Henpaeay B WHTepHeTe -
coobLwm 06 3TOM CBOUM POAUTESNSIM UM OMEKYHaM;
2. MNpurnawatoT nepenncbiBaTbCsl, Urpatb, 0OMeHMBaTLCA - NPOBEPb, HET
N1 NoaBOXa;
3. He3akoHHOe konunpoBaHue gannos B IHTepHeTe - BOPOBCTBO;
4. Bcerga pacckasbiBan B3poCibiM O npobnemax B CETU - OHM Bcerga
NOMOTYT;
5. Wcnonb3yn HacTporkm ©6e30nacHOCTU U NPUBATHOCTU, YTODbLI He
NOTEPSATb CBOM aKKayHTbl B COLICETAX M APYrMX nopTanax.
MO>XHO
1. YBaxaun gpyrux nonb3oBaTeneu;
2. Nonb3yewbca VIHTEPHET-UCTOYHMKOM - [ierian CCbIfiKy Ha Hero;
3. OTKpbIBan TOSIbKO T€ CCbISIKU, B KOTOPbIX YBEPEH;
4. O6watbca 3a MNOMOLWbLI B3POCAbIM - poOAUTENN, OMEKyHbl W
aAMUHUCTpaLMs cCauToB Bcerga nomoryT;
5. Mpongn oby4eHune Ha canTte "CeTeBUYOK" 1 NOMy4M NacnopT UmMdpoBOro
rpaxgaHuHal

Mpunoxenne N 2

MHOOPMALIMOHHAA NMAMATKA
OnAaA oObYHAKOLWUXCA OANnA PASMELWLEHUA
HA OPULINATIbHbBIX MAHTEPHET-PECYPCAX

C kaxgbiM rogom MoONogexm B WHTEpPHETe CcTaHoBUTbCA 6Gornblie, a
LUKOSIbHUKM OAHM M3 caMblX aKTUBHbIX Mosib3oBaTtenen PyHeTa. Mexay
TEM, MOMMMO OFPOMHOI0 KOSI4ecTBa BO3MOXHOCTEN, MHTEPHET HeceT U
npobnembl. 3Ta NnamaTKa OOMKHA nomoyb Tebe 6e3onacHO HaxoauTbCH B
ceTu.
KomnbloTepHble BUPYChI
KoMnbloTEPHBIN BUPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbLIX Mporpamm,
OTNNYNTENBHON OCOOEHHOCTBIO KOTOPOM HABNSIETCA  CNOCOBHOCTbL K
pasMHOXeHuto. B gononHeHne K 9TOMy, BMpPYCbl MOTYT MOBpeauTb Uin
MOMMHOCTBLKD YHUYTOXUTb BCe aunbl WM AOaHHble, NOAKOHTPOSIbHbIE
nosib3oBaTento, OT WMeHUM KoToporo Oblna 3anyweHa 3apakeHHas
nporpamMmmMa, a Takke MNoBpeauTb WU JaXe YHUYTOXUTb OornepaunoHHYHO
cuctemy co Bcemu dannamm B uUenoMm. B 6GonbluMHCTBE criyvaes
pPacnpoCTPaHsSTCA BUPYCbl Yepe3 MHTEPHET.
MeToabl 3aWmTbl OT BPeAOHOCHbIX NPorpamMm:



1. Wcnonb3yn COBpPEMEHHble OnepauuoHHble CUCTEMbI, UMeloLne
CEPbE3HbIN YPOBEHb 3aLLUUTLlI OT BPELOHOCHbIX NporpamMm;

2. [loctosiHHO ycTaHaBnuBan navytn (uMdpoBble 3annaTtkuv, KoTopble
aBTOMaTM4YeCKM YCTaHaBMMBAlOTCA C Uemnblo OopaboTknm nporpamMmbl) U
apyrne obHOBNEHNA CBOEN OnepaumnmoHHON cucTeMbl. CkadnBam UX TOSbKO
c odwmumnanbHoro camta paspabotumka OC. Ecnu cyllecTBYET pexum
aBTOMaTM4YeCKOro O6HOBMEHUS, BKITHOUN €rO;

3. Pabotan Ha cBOeM KOMMNbIOTEPE MNOA NpaBaMu MONb3oBaTenNs, a He
agMuMHUcTpaTopa. OTO He NO3BOMUT  OONbLUMHCTBY  BPEOOHOCHbLIX
nporpamMmm UHCTanIMpoBaTbCA Ha TBOEM NEPCOHarIbHOM KOMMbIOTEPE;

4. WVcnonb3yn aHTUBUPYCHblEe MNpPOrpaMMHble MPOAYKTbl  U3BECTHbIX
npousBoauTenen, C asToMmaTtn4yeckum obHoBneHnem 6as;

5. OrpaHnyb nsnyecknin JOCTYN K KOMMbIOTEPY A9 NOCTOPOHHUX NnL;

6. icnonb3yn BHELLWHME HOCUTENU MHJopMaLMn, Takme Kak doneLuka, gUCK
nUnn pann n3 MHTEPHEeTAa, TONbKO U3 NPOBEPEHHbBIX MCTOYHMKOB;

7. He oTKpblBa KOMMNbIOTEPHblEe dansbl, MNOSIydeHHble U3 HeHaOeXHbIX
NCTOYHMKOB. [laxke Te dpansibl, KOTOpbIe Npucnan TBOW 3HaKOMbIN. Jlyylie
YTOYHW Y HEro, oTnpaensn nn oH Tebe ux.

Cetn WI-FI

Wi-Fi - 3aTO He BMA Nepedadn OaHHbIX, HE TEXHOMNOrMSA, a BCEro nuulb
6peHa, wmapka. Ewe B 1991 rogy HuagepnaHackasi KoOMMaHuWs
3apeructpuposana O6penag "WECA", yto obo3Ha4dano crnoBoco4YeTaHue
"Wireless Fidelity", koTopbii nepeBoanTCS Kak "6ecnpoBogHasi TOYHOCTL".
[lo Hawero BpemeHu fgowrna Apyras abbpesmartypa, koTopas SABMAETCS
Takou e TexHonornen. 3to abbpesumartypa "Wi-Fi". Takoe Ha3BaHue Obino
[AaHO C HaMeKoOM Ha cTaHAapT BbiClIen 3BYKOBOM TexHuku Hi-Fi, yto B
nepesoe 03Ha4yaeT "BblCOKasi TOYHOCTL".

[a, ©GecnnaTHbIA MHTEPHET-OAOCTYN B Kade, OoTensx u aspornopTax
ABNAETCS OT/INYHOM BO3MOXXHOCTbIO BbiXxOo4a B WHTepHeT. Ho MHormne
aKcnepTbl cuuTaloT, 4YTo obwenoctynHole Wi-Fi ceTn He aBnsAOTCS
BGesonacHbIMMW.

CoBeTbl No 6esonacHocTn paboTbl B 06wenocTynHbix cetsax Wi-fi:

1. He nepenasan CBOKO NNYHYO MHPOpMaUmo Yepel obuiegoctynHble Wi-
Fi ceTn. PaboTas B HUX, )kenaTefibHO He BBOAMTb Naponun 4OCTyna, NOruHbl
N Kakne-To HoOMepa;

2. cnonb3ayin n 06HOBNAN aHTUBMPYCHbIE NporpaMmbl 1 6paHamayep. Tem
cambIM Tbl 06e3onacuilb cebs 0T 3akayvkm BMpyca Ha TBOE YCTPOWUCTBO;

3. lMpn wucnonb3oBavunm Wi-Fi oTknoum dyHkuyuio "O0wmin goctyn K
dannam u npuHTepam”. [lJaHHaa yHKUMS 3aKpbiTa N0 YMOMYaHUO, O4HAKo
HEeKOTOpble Nofb30oBaTeENN akTUBMPYIOT ee ans ygobcTBa NCnofib30BaHNS B
paboTe unun y4yebe;

4. He wucnonb3yn nyonuunbin WI-FI onsa nepegaynm nWYHbIX OaHHBIX,
HanpumMmep An4 Bbixoda B coumarbHble CETU UM B 3NEKTPOHHYIO MOYTY;

5. cnonb3yn TONbKO 3awulleHHoe coeguHeHue 4depe3 HTTPS, a He
HTTP, T.e. npn Habope Beb-agpeca BBoan MMeHHO "https://";



6. B MobunbHOM TenedoHe oTkmoum dyHkuuio "MoakntodeHne Kk Wi-Fi
aBTomaTtuyeckn". He  gonyckam  aBTOMartuU4ecKkoro  MOLKMNHOYEHUS
yctponcTtBa Kk cetsaaim Wi-Fi 6e3 TBoero cornacus.

CoumnarnbHble ceTu

CoumarnbHble CeTU aKTMBHO BXOAAT B HaLWy >XW3Hb, MHOrMe nan
paboTaloT M XMBYT TaM MOCTOSIHHO, a B Facebook yxe 3apernctpumpoBaH
MUNMapL 4YenoBek, 4YTO sBNSEeTCA OOHOM CedbMOW BCEX XUTeNeun
nnaHeTtbl. MHOrmMe nonb3oBaTeNM HE MOHUMAKT, YTO WHGOPMaUUS,
pasMeLLleHHas MMM B coumarnbHbIX CETAX, MOXeT ObITb HangeHa WU
ncrnonb3oBaHa KeMm YrogHo, B TOM 4ucre He obsizatenbHo ¢ 6narvmu
HaMepeHNAMM.

OcHoBHble coBeTbl N0 6e30NacHOCTN B cOLManbHbIX CETSX:

1. OrpaHmyb cnucok apysen. Y T1eba B Opy3bsiX He [OMMKHO ObiTb
CNyYamHbIX N HE3HAKOMbIX JT0OEN;

2. 3awmuwan cBOK YacTHYK XW3Hb. He ykasbiBan naponu, TenedoHbl,
agpeca, [paTty TBOEro pPOXAEHUA W OPYry JIMYHYIO WHJOpPMaLUo.
3M0YMbILLNIEHHMKN MOTYT UCMNOSb30BaTh Aaxe MHopMauuto 0 TOM, Kak Thbl
N TBOM POAUTENN NNaHNpyeTe NPOBECTU KaHUKYIIbI;

3. 3awumuan cBor penyTaumio - epXu ee B YMCTOTe U 3agaBaun cebe
BOMpOC: XoTesi Obl Thbl, 4YTOObLI Apyrne nosib3oBaTenn BUAENU, YTO Thbl
3arpyxaewb? lNogyman, npexae 4yem 4T1o-To onybnukoBaTb, Hanucatb U
3arpyauTb;

4. Ecnv Tbl roBOpPULLb C NOABMU, KOTOPbLIX HE 3Haellb, HE UCMNOSb3yn CBOE
peanbHOe UMS U OPYry JIMYHYIO MHOPMaUUK: UMHA, MECTO XUTENbCTBa,
MeCTO y4eObl 1 npoyee;

5. N36eran pasmelleHus poTtorpacdun B MHTEepHeTe, rae Tbl N300paXkeH Ha
MECTHOCTU, MO KOTOPOM MOXHO OonpenenuTb TBOe MEeCTOMONOXEHNE;

6. lNpn peructpaumm B couumanbHOW ceTun HeobxoaMMO UCMOoNb30BaTb
CNOXHble Naponu, coctoswme n3 Oyks n LUpP 1 C KONIMYECTBOM 3HAKOB He
MeHee 8;

7. [Ona coumanbHOM CceTW, MOYMTbl W OpyrMx CcanuToB Heobxoaumo
nucrnonb3oBatb pasHble naponu. Torga ecnu Tebs B3nomaroT, TO
3MNOYMBbILLIEHHUKM NOSlydaT OOCTYM TOMbKO K OOHOMY MECTY, a He BO BCe
cpaasy.

ONEKTPOHHbIE AEHbIMN

ONEKTPOHHbIE AEHbIM - 3TO OYEeHb YAOOHbLIA cnocob nnatexen, ogHako
CYLLECTBYIOT MOLUEHHUKN, KOTOPbIE XOTAT MNONYYUTb 3T OEHBIN.
OIEKTPOHHbIE AeHbIM NOSABUIINCE COBCEM HeaBHO U MMEHHO M3-3a 3TOro
BO MHOMMX rocyfapcreax 4o CUX Mop He MponmncaHo npo HUX B 3aKOHaXxX.

B Poccuu xxe oHM OYyHKLUMOHUPYIOT U O HUX YXXe MPOMNUCcaHo B 3aKOHe, rae
NX pasgensdT Ha HECKOSIbKO BUAOB - aHOHUMHbIE U HE aHOHUMHBbIE.
PasHnua B TOM, 4YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX paspeluaeTcd
npoBoauTb onepauun 6e3 uaeHTUdUKauMM nonb3oBaTens, a B
HEeaHOHMMHBbIX MAEHTUdUKaLMs nonb3oBaTens asnaeTcs o6sa3aTenbHON.



Takke cnefyeTt pasnuyaTb 3NEKTPOHHble uaTHble [OeHbrn (paBHbl
rocydapCTBEHHbIM BasniTaM) U 3SIEKTPOHHblIE HeduaTHble AeHbrn (He
paBHbl rOCY4apCTBEHHbBIM BantoTam).

OcHoBHble coBeTbl Mo Bbe3onacHon paboTe C ANEKTPOHHLIMU AeHbraMu:

1. MpuBsxkM K cyeTy MOOUNbHBLIM TenedoH. JATO cambi YOOOHbLIN U
ObICTPLIM cNocob BOCCTAaHOBUTL AOCTYN K cyeTy. [NpuBasaHHbIN TenedoH
NOMOXET, ecnn 3abygellb CBOM NaTeXHbl Naposib UMW 3angellb Ha canT
C HE3HaKOMOro yCTPOWUCTBa;

2. Wcnonb3ynm ogHopasoBble naponu. llocne nepexoda Ha YCUIEHHYHO
aBTOpm3aumio Tebe yxe He OygeT yrpoxaTb OMACHOCTb KpaXu Wnn
nepexsaTa nnaTexHoro naporns;

3. Bbibepu cnoxHbin naposnb. lNpectynHukam 6ygeT He npocTo yragaTtb
CIOXHbIN Naposib. HagexHble naponu - 3To Naposiv, KoTopble cogepXaT He
MeHee 8 3HaKOB M BKMOYalT B cebs CTpo4vHble M nponucHble OyKBblI,
UMdpbl U HECKONbKO CWUMBOSIOB, TakKMe Kak 3HaK pgonnapa, QyHTa,
BOCKNMUAaTenbHbI 3HaK 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOU NMYHbIE JaHHbIE HA calnTax, KOTOPbIM HE JOBEpPAELLb.
OrEKTPOHHas noyrta

OIEKTPOHHAas noyTa - 3TO TEXHOMOMNSA U NpeaocTaBrisiEMbIE €10 YCYrn no
nepecbisike U MONYYEHUIO  ONEKTPOHHbIX  coobWeHunn,  KOTopble
pacnpeaenstoTcs B KoMnbloTepHoM ceTh. OObIYHO SNEKTPOHHbLIN MOYTOBLIN
ALK BbIrMAQUT cnegyowmm obpasom:
UMA_Nnonb3oBaTtensa@uMsa_goMeHa. Takke Kpome nepefayn npocToro
TEeKCTa, MMeeTCs BO3MOXHOCTb NepeaaBaTb dpaunnsbl.

OcHoBHble coBeTbl No 6e3onacHon paboTe C 3NEKTPOHHON NOYTON:

1. Hapo BbibpaTb NpaBunbHbIA MOYTOBbLIA CepBUC. B MHTepHeTe ecTb
OFPOMHbIN  BbIOOP 6GecnnaTHbIX MNOYTOBbIX CEPBUCOB, OLHAKO Jyylle
A0BEPATb TEM, KOO 3HaeLLUb N KTO NepPBbLbIN B PENTUHTE;

2. He ykasbiBaun B JIM4YHOM NOYTE JINYHYO MHPOopMauuo. Hanpumep, nyduwe
BblbpaTth "My3blkanbHbIM_haHaT@" nnu "pok2013" BmecTto "Temal13";

3. Wcnonb3yn OByxaTanHyio aBTopu3auuio. OTO Korga NOMMMO MNaporsis
HY>XHO BBOAWUTL KOA, NpuUcbinaemsin no SMS;

4. Bblbepn cnoxHbl napofib. [ns Kaxgoro MoOYTOBOro fAlnKa OOSKeH
ObITb CBOW HaAEXHbIN, YCTOMYUBBLIV K B3STOMY NapOrib;

5. Ecnu ecTb BO3MOXHOCTb HanucaTb CaMOMy CBOMW JIMYHbIA BOMPOC,
NCNOMb3yn 3TY BO3MOXHOCTb;

6. Mcnonb3ynm HECKONbKO MOYTOBLIX SAWMKOB. [lepBbin Ond  YacTHOW
nepenucku c agpecaramu, KOTOpbIM Tbl AoBepsielb. ITO 3NIEKTPOHHbIN
aZipec He Hao MCNosb30BaThb NPU perncTpaumm Ha goopymax n cantax;

7. He oTkpbiBan pavnbl 1 Opyrve BrOXeEHUS B NUCbMax, aXe eCrn OHU
NpULWWAN OT TBOMX ApYy3en. Jlydyle yTOUYHU Y HMX, OTNPaBnanu nn oHn tebe
9TU paunnsl,

8. lNocne okoH4YaHWA paboTbl Ha NOYTOBOM CepBUCE MNepesd 3aKpbiTUEM
BKNagKn ¢ cantom He 3abyab HaxaTtb Ha "Beiitn".

KnbepbynnuHr unn BupTyanbHOe n3gesaTenbCTBO



KubepbynnuHr - npecnegoBaHue  cOOOLLEHUAMK,  coaepXaliumm
ockopbrieHusi, arpeccuo, 3arnyrmBaHue; XyrnuraHcTBO; couuaribHoe
BoMKOTMPOBaHME C MOMOLLBIO Pa3INYHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 bopbbe ¢ KNbepbynIMHIom:

1. He ©pocaicsa B 601. Jlyywmin cnocob: nocoBeToBaTbCA Kak cebs BeCTU
N, €Crnn HeT Toro, K KOMy MOXHO obpaTuTbCHA, TO BHa4vane YCrnoKOUTbLCS.
Ecnun Tbl HauyHelwb OoTBeYaTb OCKOPOSIEHUS MU Ha OCKOPOIIeHNS, TO TOSbKO
ewle 6onblue pasoxkellb KOHGMNKT;

2. Ynpasnsun cBoen kubeppenyTaumen;

3. AHOHMMHOCTb B ceTu MHUMasd. CyLlecTBYKT CNOCOOblI BbISCHUTb, KTO
CTOUT 32 @aHOHMMHbIM aKKayHTOM,;

4. He cTouT BectTM XynuraHckui obpas BUPTYanbHOW XMU3HW. NHTepHeT
dukcmpyeT BCce TBOM OENCTBUS U COXpaHAET ux. Yoanutb ux 6yaet kpanHe
3aTpygHUTENBHO;

5. Cobntogan cBOK BUPTYarnbHYK YeCTb CMONoAY;

6. WrHopupyn eomHuYHbIM HeratvB. OOHOpPasoBble OCKOPBUTENbHbIE
coobueHuna nydwe mrHopuposaTb. OBbIYHO arpeccusa npekpawaeTcs Ha
HavanbHOW cTaguu;

7. ban arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COOBLLEHUSIMI, B
coumarbHbIX CETSX €CTb BO3MOXHOCTb BIOKMPOBKM OTNpaBKM COOBLLEHNN
C onpegeneHHbIX agpecos;

8. Ecnu Tbl cBugetens knbepbynnuHra. TBoM [eNCTBUSA: BbICTYMUTb
NpoTUB nNpecnegoBaTtens, nokasaTb eMy, YTO ero AeNCTBUSA OLEHMBAOTCS
HeraTMBHO, MNOLAEPXATb >KEPTBY, KOTOPOW HyXHA MCUXONOornyeckas
NOMOLLb, COOBLNTL B3POCHbIM O dakTe arpeccMBHOrO NOBEAEHUS B CETMW.
MoGunbHbIN TenedoH

CoBpeMeHHble CMapT(OHblI M MnaHwWeTbl cogepXaT B cebe BnomnHe
B3pOCMbIA  (PYHKUMOHAN, M Tenepb OHW MOryT KOHKypMpoBaTb CO
CTaumoHapHbIMK  KoMnbtoTepamu.  OpHako, CcpeacTB  3awWwuTbl AN
nogoOHbIX YCTPOMCTB MOKa OYeHb Mano. TecTMpoBaHMe W MOUCK
YS3BMMOCTEN B HUX MPOUCXOOUT He TakK MHTEHCMBHO, kak ans MK, 1o xe
camoe KacaeTcs U MOBUMbHbBIX NPUITOXEHUN.

CoBpeMeHHble MOOUNbHble Gpay3epbl  yXe npakTU4Yecku [orHanu
HacTONbHbIE aHarnoryM, OAHaKO paclupeHne ¢yHKUMOoHana Brne4veT 3a
cobon BONbLUYI CNOXHOCTb N MEHbLLUYH 3aLLNLLEHHOCTb.

[laneko He Bce Npon3BOAMTENWU BbiMycKalT OOHOBIIEHMS, 3aKpbliBatoLLNE
KpUTUYECKME YS3BMMOCTU OS1s1 CBOUX YCTPOUCTB.

OcHoBHble coBeTbl Ans 6e3onacHOCTM MoBbuNbHOro TenedoHa:

Huyero He gaBndetca no-Hactosiwemy OGecnnatHbiM. Byob OCTOPOXEH,
BeOb korga Tebe npegnaratoT 6ecnnaTHbIi KOHTEHT, B HEM MOryT ObITb
CKPbITbl Kakne-To nnaTHble YCryru;

Adymain, npexage 4yem otnpasntb SMS, ¢oTo nnu Buaeo. Tobl TOYHO 3HaeLUb,
roe oHu 6yayT B KOHEYHOM ntore?

Heobxoanmo 0bHOBMATL ONepauUmMoOHHY0 CUCTEMY TBOErOo CMapTdOHa;
Mcnonb3yin aHTUBUPYCHbIE NporpaMmbl Ans MOOGUITbHbIX TeNedOHOB;



He 3arpyxan npunoxeHms oT HEM3BECTHOrO WUCTOYHMKA, BeOb OHW MOTyT
coaepxaTb Bpe4OHOCHOE nNporpaMmMHoe obecrneyvyeHue;

[Mocrne Toro kak Tbl BblnAdewWwb C canTa, rae BBOAUN JINYHYO MHOopMauuio,
3angu B HaCTPOWKKM Bpaysepa 1 yganu cookies;

[Mepuognyeckn npoeepsan, kKakme nraTHble YCnyrm akTMBMpPOBaHbl HAa TBOEM
HOMEpE,;

[aBain cBo HOMEpP MOOUNBbHOro TenedoHa TOMbKO NOAAM, KOTOPbIX Thbl
3Haelb 1 KOMYy AoBepseLlb;

Bluetooth gomkeH ObiTb BbIKMAOYEH, KOraa Tbl UM He nonb3yewbecs. He
3abbiBan MHorga NpoBepsiTb 3TO.

Online urpobl

CoBpeMeHHble  OHMaWH-Urpbl - 9TO  KpacoudHble, 3axBaTblBawoLLne
pasBrieyeHnsi, o0beanHAWMNe COTHU ThiCAY 4YerioBEK MO BCEMY MUPY.
Nrpokn wuccnenyoT pJaHHblni MM Mup, obuwaktcsa gpyr ¢ Apyrom,
BbINOSTHAIOT 3aJaHud, cpaxalTCAd C MOHCTpaMu M nosydarT onbiT. 3a
yOOBOMbCTBME OHW NAATAT: MNOKynakT AUCK, onfadnBaroT abOHEMEHT Unu
npuobpeTatoT Kakme-To onumn.

Bce aTn cpeactBa vayt Ha noggepXaHue M pasBUTME UIMPbl, a TakkKe Ha
camy ©0e30nacHOCTb: COBEPLUEHCTBYKOTCSA  CUCTEMbI  aBTOpU3aLUW,
BbIMyCKalOTCA HOBble naTtyM (UMGpPOBbIE 3annaTku Ans nporpamMm),
3aKpbIBAOTCH YA3BMMOCTU CEPBEPOB.

B nogoGHbIX mrpax CTOMT onacaTbCA HE CTOSMIbKO CBOMX COMEPHUKOB,
CKOSIbKO KpaXm TBOEro napossi, Ha KOTOPOM OCHOBaHa cucrtema
aBTOpM3aummn BONbLLUNHCTBA UTP.

OcHoBHble coBeTbl N0 6e30MacHOCTN TBOErO UIPOBOro akkayHTa:

1. Ecnn gpyron urpok BegeT cebsa nioxo unv cosgaet Tebe HENPUATHOCTMN,
3ab1I0KMpyKn €ro B CNNCKE NUMPOKOB,

2. lNoxanynca agMuHUCTpaTopaM Wrpbl Ha Mroxoe roBedeHue 3TOro
Urpoka, »XenatenbHO TMPUNOXUTb Kakne-To [JokasaTenbCcTBa B BuAe
CKPVWHOB;

3. He ykasbiBan nn4Hyo nHdopmaumo B npodpansie urpbl;

4. YBaxaun opyrmx yHacTHMUKOB MO Urpe;

5. He yctaHaBnuBan HeodmumanbHblie NaTtym N Moabl;

6. AIcnonb3yn CrioXHble N pasHble Naponu;

7. [axe BO BpeMda WUrpbl He CTOUT OTKM4YaTb aHTMBupyc. [loka Tol
urpaellb, TBOW KOMMbIOTEP MOTYT 3apasunTb.

OUWKWHI NN KpaXka NNYHbIX JaHHbIX

O6blvHOM Kpaxken AeHer U AOKYMEHTOB CErofHsl y>K€ HUKOro He YAUBWULLb,
HO C pa3BUTMEM MHTEPHET-TEXHOMNOIMN 3TI0YMbILUSIEHHUKN NepPeEMECTUITUCH
B UHTEPHET, U NPOAOIMKAT 3aHMMaTbCa "nMobumbiM” AeMnoM.

Tak nosiBMNacb HoBas yrposa: MHTEPHET-MOLUEHHMYECTBa WU OULLINHT,
rmaBHasi Ueflb KOTOPOro COCTOUT B MNOSyYEeHUU KOHUAEeHUNanbHbIX
OaHHbIX Mosfib3oBaTenen - fIorMHOB M naponen. Ha aHrmumckom s3blke
phishing uitaetca kak dpuwmHr (ot fishing - pelbHaa noens, password -
naporsb).



OcHoBHble coBeTbl Mo 6opbbe ¢ PULLIMHIOM:

1. Cneamn 3a cBOMM akkayHTOM. Ecnu Tbl nofo3peBaellb, YTO TBOSI aHKeTa
Obina B3foMaHa, TO Heobxoaummo 3abnokMpoBaTb ee U CcoobWMTb
agMUHUCTpaTopam pecypca 06 3TOM Kak MOXXHO CKOpee;

2. Ncnonb3yn 6esonacHble Be6-canTbl, B TOM YUCNE, MHTEPHET-MarasmHoB
N NOUCKOBbLIX CUCTEM,;

3. Vicnonb3yn criokHble U pasHble naponu. Takmm obpasom, ecnn Tebs
B3510MaloOT, TO 3/I0YMbILUNIEHHUKKX NOoSlydaT 4OCTYN TOSIbKO K OAHOMY TBOEMY
npocuno B CETK, a HE KO BCEM,;

4. Ecnn Tebs B3nomanu, TO Heobxoaumo npenynpeamTb BCEX CBOUX
3HaKoMbIX, KoTopble OobaBneHbl y Tebs B Opy3bsiXx, O TOM, 4YTO Tebs
B3NlOManu u, BO3MOXHO, OT TBOEro MMeHu ByaeT paccbiiatbCsa crnam U
CCbINKN Ha OULLINHIOBbIE CaWlTbl;

5. YcTaHoBM HagexHbin naposb (PIN) Ha MOBUNbHbIN TenedoH;

6. OTKNO4YM coxpaHeHne naponsa B bpaysepe;

7. He oTkpbiBan channbl 1 Opyrue BrIOXEHUA B NUCbMax, Aaxe ecriv OHU
NPULLAN OT TBOMUX ApYy3en. Jlyyle yTOUYHU Y HUX, OTNPaBnianu i oHn Tebe
3TN doannsbl.

LindopoBas penyTtauus

LingopoBaga penytauma - 9170 HeraTuBHasi UM NO3MTMBHaAA MHMpopmMaums B
cetn o Tebe. KomnpomeTupywowas uHdpoOpMaumda, pasmelleHHas B
NHTEPHETE, MOXET Cepbe3HbiM 06pa3oM OTPa3UTbLCHA Ha TBOEW pearibHOMm
Xun3Hu. "LUndposas penytauunsa” - 9To TBOM UMUK, KOTOPLIM hopMupyeTcH
n3 nHpopmaumm o Tebe B MHTEPHETE.

TBOe MecTO XuUTenbCTBa, Yy4ebbl, TBOE (MHAHCOBOE MOSIOXEHME,
0COBEHHOCTN XapakTepa 1 pacckasbl 0 6rIM3KMX - BCE 3TO HaKannmMBaeTcs B
ceTu.

MHorme nogpoCTKM JIErKOMbLICIIEHHO OTHOCATCA K Mybnukaumm frMyYHOM
nHpopmaunm B IHTEepHeTe, He MOHMMas BO3MOXHbIX MOCeACTBUN. Tbl
AaXe He CMOXellb aoragaTbCsl O TOM, YTO dpoTtorpadust, pasmelleHHasa 5
neT Hasapg, cTana NPUYMHOM OTKasa NPUHATL Tebsa Ha paboTy.
KommeHTapumn, pasmelieHne 1Bomx ootorpadomnim u gpyrme genucTems MoryT
HEe WUCYE3HYTb Aaxe nocrne Toro, Kak Tbl UX yaanuuwb. Tbl HE 3Haelb, KTO
coxpaHun 3Ty uHdOopMauuio, nonana fiv OHa B MOWCKOBbLIE CUCTEMbI U
coxpaHunacb N1 OHa, a rnaBHOe: 4YTO noaymalrT o Tebe okpyxarolimne
noan, Kotopble Hangyt n yBuaaT ato. Hantu mHpopmaumo MHoOro net
CMyCTsi CMOXET Ntobou - Kak U3 Aobpbix NOBYXAEHW, TaK U C HAMEPEHNEM
NPUYNHUTDL Bpea. OTO MOXET ObITb KTO YroAaHo.

OcHOBHbIe COBETbI NO 3aLUnUTE LNPPOBOM penyTauum:

1. MNogyman, npexage 4Yyem 4TO-TO nybnvkoBaTb M nepepasBatb y cebs B
Bnore nnu B coumanbHOM CeTy;

2. B Hactponkax npocunsa yCTaHOBM OrpaHuYeHuss Ha npoCMOTpP TBOEro
npogounsa U ero coaepXnumMoro, caenamn ero Tonsko "gnga gpysen';

3. He pa3melyan n He ykasbiBan MH(poOpMaLMO, KOTOpas MOXET Koro-rmbo
OCKOpONATL Unn obmxkaTb.



ABTOpCKOE npaso
CoBpeMeHHble  LUKOMIbHUKN - aKTMBHble nosib3oBaTenn UMEPOBOro
npocTtpaHcTea. OQHaKo Aaneko He Bce 3HalT, YTO MOoSfib30BaHNE MHOMMMHU
BO3MOXHOCTAMW LMdpoBOro Mupa Tpebyetr cobnogeHMss npaB  Ha
WHTEenneKkTyanbHyt0 cCO6CTBEHHOCTb.
TepMUH "wHTennekTyanbHass COBGCTBEHHOCTb" OTHOCUTCS K pasfnyHbIM
TBOPEHMSIM YerioBeYeCKOro yma, Ha4ymHasa ¢ HOBbIX N300peTeHnn 1 3HaKOB,
obo3HavyaLwmx cobCTBEHHOCTb Ha MNPOAYKTbl M YCRyrM, U 3akaH4MBas
KHUramm, doTorpadusamu, KMHOOMNbMamm n MY3blKanbHbIMU
npounsseneHNsMUN.
ABTOpCKME MnpaBa - 3TO NpaBa Ha MHTEsNeKTyanbHyl0 COBCTBEHHOCTb Ha
npou3BeneHNss Hayku, nuTepaTtypbl M WUCKyccTBa. ABTOpPCKME npaBa
BbICTynatoT B KayecTBe rapaHTum TOro, 4yTO
WHTEeNNeKTyanbHbI/TBOPYECKUA TPy aBTopa He byaeT HanpacHbIM, gacT
eMy cnpaseanuBble BO3MOXHOCTW 3apaboTaTb Ha pesynbTaTtax CBOEro
Tpyaa, NonyyYuTb W3BECTHOCTb W MNpusHaHue. HukTo ©e3 paspelueHus
aBToOpa He MOXeT BOCMPOU3BOAUTL €ro npomsBefeHne, pacnpocTpaHsThb,
nyonu4yHoO [OeMOHCTpupoBaTh, MNpogaBaTb, WMMOPTMPOBATb, MNycKaTb B
npokart, nybrnM4yHO WCNOMHATb, MNOKa3blBaTb/UCNONMHATL B adupe unu
pasmMeLlaTb B IHTepHeTe.
Mcnonb3oBaHne "nupartckoro" nporpaMMHOro  obecneyeHus  MOXeT
NPUBECTM K MHOMMM pUCKaM: OT MOTEPU LaHHbIX K TBOMM akkayHTam Ao
GNOKMPOBKM  TBOEro YCTPOWCTBA, T[Ae YCTaHOBMEHa HenerarnbHas
nporpamma. He ctouT Takke 3abbiBaTb, YTO CYLUECTBYIOT ferarnbHble U
B6ecnnaTtHble NporpamMmmbl, KOTOPbIE MOXHO HANTU B CETMW.
O nopTtane
CeTeBUYOK.p(p - TBOW [MNaBHbLIN COBETYMK B CeTU. 34eCb Tbl MOXellb
y3HaTb O 6e30MacHOCTM B CETU MOHATHLIM W LOCTYMHbLIM A3bIKOM, a Mpu
BO3HUKHOBEHUN KPUTUYECKOW cuUTyauumn obpaTuTbCs 3a cOBETOM. A Takxke
NPUHATBL y4acTue B KOHKYpCax M CTaTb camMbiM UMAPOBbLIM rpaXgaHnHOM!
Mpunoxenne N 3
NAMATKA Ona POOUTENEN OB MHOOPMALIMOHHON
BE3O0MNMACHOCTU OETEWU
OnpenenexHne TepmuHa "uMHpopmauuoHHass 6e3onacHocTb geten”
cooepxutca B dPegepanbHom 3akoHe N 436-O3 "O 3awute geten ot
MHOPMaLUK, MNPUYUHSAKOLWEN Bpen WX 300pOBb0 UM pasBUTUIO",
perynmpyrowmMM  OTHOLLEHUS, CBS3aHHble C  3aWuTonM geTen  oT
MHOPMaLUK, MNPUYUHAIOLLEN Bped WX 340pOBbD U (MNN) pasBUTUIO.
CornacHo gaHHOMY 3aKoHY "MHdopMaLMoHHasa 6e3onacHoCcTb aeTen" - aTo
COCTOSAHME 3aLLULLEHHOCTU, NPU KOTOPOM OTCYTCTBYET PUCK, CBA3AHHbLIN C
NPUYNHEHNEM MHOPMaUMEN Bpeda MX 300pOBbl0 N (MNK) busnyeckomy,
NCUXNYECKOMY, OYXOBHOMY, HDABCTBEHHOMY Pa3BUTUIO.
B cuny ®epepanbHoro 3akoHa N 436-®3 nHdopmaumen, NpuUUnHAoLLLEN
Bpes, 340pOBbIO U (MNKN) pasBUTUIO AETEN, ABNAETCS:
1. tHopmaLUmSA, 3anpeLleHHasa onga pacnpocTpaHeHna cpeau oeTen;



2. VHopmMaumd, pacrnpocTpaHeHUe KOTOPOM OrpaHuUyYeHO cpeau OeTeu
onpeaeneHHbIX BO3PaCTHbIX KaTeropun.

3. K vHdopmauumn, sanpewieHHOW Ons pacrnpocTpaHeHust cpeaun OeTen,
OTHOCUTCS:

4. wHdopmauus, nobyxgawwas aOeTten K COBEPLUEHUD OENCTBUMN,
NnpeacTaBnALWMX Yrpo3y MUX XKU3HU N (MNK) 300POBLIO, B T.4. MPUINHEHUIO
Bpeda CBOEMY 3[10pOBb0, CaMOyOUNCTBY;

5. cnocobHOCTb BbI3BaATb Y AETen XenaHue ynoTpedutb HapKoTUYeckune
cpencTBa, NCUXOTPOMNHbIE U (UNK) ogypMaHuBarLLMe BelecTBa, TabayHble
n3genusi, ankorosibHyt0 U CIMPTOCOAEpPXKallyk MpoayKuMio, MNUBO W
HaMuUTKW, N3rotTaBfiMBaeMble Ha ero OCHOBE; MPUHSATb ydacTUe B a3apTHbIX
urpax, 3aHUMaTbCA NPOCTUTYLINEN, OpoasKHNYECTBOM nnm
nonpoLanHN4YeCcTBOM,;

6. obocHOBbLIBalOLaa WM ornpaegbiBatowas AonyCTUMOCTb Hacunma u
(nnun) xectokocTn Nnbo nobyxgatowas ocyLwecTBNATb HACUNbCTBEHHbIE
OENCTBUSA MO OTHOLLEHUIO K NIIOASM U XKUBOTHbBIM;

7. oTpvualowaa CceMelHble LEHHOCTU U OpMUpYLOLLLas HeyBaXXeHue K
poanTenam u (Mnu) Apyrum YsieHam CeMbM;

8. onpasabiBatoLLas NPOTUBONPAaBHOE NOBELAEHUE;

9. cogepxallasa HeLLEeH3YpPHYO BpaHb;

10. cogepxawaa nHopmaLno NopHorpaguyeckoro xapakrepa.

K nHdopmaunmn, pacnpocTpaHeHME KOTOPOM OrpaHMYeHo cpean aeTen
ornpenesieHHoro Bo3pacrta, OTHOCUTCS:

1. nH(opmaumsa, npeacraensemass B Buae mM3obpaxkeHuss Unn onucaHus
XEeCTOKOCTU, OU3NYECKOro U (UNnKn) NCUXMYECKOro HacUIus, NpecTynineHns
NN MHOTO aHTUOOBLLIECTBEHHOIO AENCTBUS;

2. BbI3blBalOLLasa y AeTeun cTpax, yxac Unm naHuky, B T.4. npeacraBnaemas
B BuAE M300paxeHMs UM OnucaHma B YHWXKaKOLWEN 4YenoBeyeckoe
OOCTOMHCTBO  OpME  HEeHacUnbCTBEHHOW  CMepTH, 3aboneBaHus,
camMmoybuincTBa, HeCc4acTHOro criyyasl, aBapum unm katactpodbl U (Unn) nx
nocneacTBuUn;

3. npeacrtaendemMasd B Buae M300paeHUa WAM  OonMcaHUa  MNosoBbIX
OTHOLUEHNN MeXAY MY>XHUHOWN U KEHLLNHOW,

4. copepxauwaa OpaHHble CcnoBa W BblipaXeHWUd, He OTHocsAWMeCcs K
HeLeH3ypHoN BpaHw.

C yyeTtom atoro Bam npegnaratotcs npasuna paboTtbl B ceTu MHTepHeT
ONS1 pa3nuyHbIX BO3PACTHbIX KaTteropum, cobnogeHme KOTopbiX MO3BOMUT
obecneuntb MHPOPMaLMOHHYO 6e30NacHOCTb BalLMX AETEN.

Ob6wwue npaBuna onsa poantenen

1. HesaBucumo OT Bo3pacta pebeHka WUCNONb3ynuTe nNpPoOrpamMmMHoOe
obecneyeHune, nomorawouwee  unbTpoBatb " KOHTpONupoBaTb
WH(OpPMaLNIO, HO He nonaramTecb NOSIHOCTLIO Ha Hero. Balwle BHMMaHMe K
pebeHKy - rmaBHbIN METOA 3aLUMThI.

2. Ecnn Baw pebeHOoK MMeeT akkayHT Ha O4HOM M3 couunarnbHbIX CEPBUCOB
(Livedournal, blogs.mail.ru, vkontakte.ru n T.n.), BHUMATENbLHO WU3y4ynTe,



Kakylo MHJopMauuMio MOMELLAT ero y4acTHUKM B CBOMX Npounax wu
bnorax, Bkrnto4vasa gotorpadum n Buaeo.

3. NpoBepbTe, C KakKMMKU OPYrMMW canUTaMn CBS3aH CouMarbHbIA CepBUC
Bawero pebeHka. CTpaHnykn Bawero pebeHka moryT 6biTb 6e30nacHbIMN,
HO MOryT MU cofepXaTb CCbISIKM Ha HexenaTesfbHble M OnacHble CanTbl
(Hanpumep, MOpHOCaNT, UMM CanT, Ha KOTOPOM ApYyr YNoMWHaeT HOoMep
coToBoro TenedoHa Bawero pebeHka nnu Baw gomaluHmin agpec)

4. Tloowpsnte Bawux pgeten coobwatb 060 BCeEM CTpaHHOM WNU
OTTanKMBarLLEM M HE CIINLLKOM OCTPO pearnpymte, Korga oHuM 3TO AenatoT
(n3-3a onaceHua notepATb AocTyn K WHTepHeTy OeTn He roBopaT
poanTenam o npobnemax, a Takke MOryT HadaTb UCMoNb3oBaTb VIHTEpHET
BHe JoMa W LIKOSbl).

5. bygobTe B Kypce ceTeBow xun3HM Bawero pebeHka. MIHTepecynTechb, KTo
nx opysba B VIHTEPHET TakK Xe, Kak MHTepecyeTecChb peanbHbIMU OPY3bSAMU.
BospacTt ot 7 go 8 net

B WHTepHeTe pebeHok cTapaeTcs NoceTUTb Te WM UHble CanTbl, a
BO3MOXHO M 4aTbl, paspelleHme Ha MOCELLEHNE KOTOPbIX OH HE MNOomyyus
Obl oT poauTenen. lNoatomy poamTensam ocobeHHO nonesHbl dyayT Te
OTYETbl, KOTOpblE MPEOOCTaBnATCA nporpaMmaMu Mo  OrpaHUYEHUIO
ncnonb3oBaHna VIHTepHeTa, T.e. POOUTENLCKUA KOHTPOSb UK TO, YTO Bbl
CMOXeTe yBMOeTb BO BpeMeHHbIX ¢hannax. B pesynbrate, y pebeHka He
OyaeT OlylWleHns, YTO 3a HMM BedeTCS MOCTOSAHHbIN KOHTPOSb, OOHAaKo,
poauTenu 6yayT no-npexHemy 3HaTb, Kakme canTbl NocewaeT nx pebeHok.
[detTn B pgaHHOM Bo3pacTte o6nagatT CUIbHbIM YyBCTBOM CEMbM, OHU
OOBEpYMBbI M HE COMHeBaloTcs B aBTopuTeTax. OHM nobAT urpaTb B
ceTeBble UrPbl N NMyTewecTBoBaTb MO VIHTEPHETY, NCNOSb3YHA ANTIEKTPOHHYIO
NnoyTy, 3axXx04uUTb Ha CanTbl U YaTbl, HE PEKOMEHOBaHHble pOoaUTENAMMN.
CoseTbl Mo 6e3onacHocTM B ceTn HTepHeT ana aeten 7 - 8 net

1. CospganTte CNMCOK AoMallHMX npaBun noceweHna WHTepHeTa npwu
ydyactum geten un Tpebyinte ero BobINOSTHEHUS.

2. Tpebynte o1 Bawero pebeHka coOnNOOAEHUSS BPEMEHHLIX HOPM
HaxoXaeHust 3a KoMmnbtoTepoMm. lNokaxnte pebeHky, 4To Bbl Habnogaete
3a HUM He NoToMy 4YTo Bam 31O Xo4eTcs, a noToMy 4TO Bbl 6ecnokomTecs o
ero 6e3onacHoOCTM 1 Bceraa roToBbl My NOMOYb.

3. KomnbtoTep ¢ nogkntodeHnem K VHTepHeTy [ofmkKeH HaxoguTbCa B
oOLen KoMHaTe nog NPUCMOTPOM poauTenen.

4. Vicnonb3ynTe crneuunanbHble 4eTCKMe NOUCKOBbIE MALLMHBI.

5. Vicnonb3ynte cpeactea BNOKMPOBAHUA HeXenaTeflbHOro KOHTEHTa Kak
OOMNOSIHEeHWE K CTaHO4apTHOMY PoauTenbCKOMY KOHTPOSHO.

6. CosganTe ceMenHbIN ANEKTPOHHLIN ALWKUK, YTOBLI HE MO3BOSMUTbL AETAM
nMeTb COBCTBEHHbIE aapeca.

7. Brnokmpynte goctyn K cantam ¢ 6ecnsiaTHbIMU MOYTOBbLIMU SALLMKAMK C
NMOMOLLIbIO COOTBETCTBYHOLLLErO NPOrpaMMHOro obecneyeHums.



8. MNpuyuynte geten coBeToBaTbCA ¢ Bamun nepen onybriMkoBaHMeM Kakon-
nmbo  uHdopmMauuuM  cpeacTtBaMm  ANIEKTPOHHOM  MOYTbI,  YaToB,
perncTpaumoHHbIX opM 1 Npodonnen.

9. Hayunte pgeten He 3arpyxatb (pannbl, NporpamMmmbl UM My3blky ©e3
BaLLero cornacusi.

10. He paspelsante getam mcnonb3oBaTb CNyXbbl MIHOBEHHOrO 0bOMeHa
coooLweHnamu.

11. B "6Genbin" CNUCOK canToB, paspelUeHHbIX AN NocelweHnsd, BHOCUTE
TOJNBbKO CanlTbl C XOPOLLEN penyTaunen.

12. He 3abbiBante 6eceqoBatb ¢ AeTbMKU 06 nx Apy3bsix B IHTEpHETE, Kak
ecnu 6bl peyb Wa o Apy3bsiX B peanbHON XXU3HM.

13. He genante "taby" n3 BonpocoB NOSIOBOM XWU3HU, TaK Kak B IHTepHeTe
OeTU MOryT Jerko HaTKHYTbCA Ha rMopHorpaduio unn  cantbl "Ans
B3pocCsbIX".

14. lNpuyunte Bawero pebeHka coobliatb BaM O NOObIX yrposax wunu
TpeBorax, cBsi3aHHbIX C WHTepHeToM. OcTaBanWTeCb CMOKOWMHLIMU W
HaNoOMHUTE OETSM, YTO OHM B BE30NacHOCTK, eCiv CaMKn pacckasanun Bam o
cBomx Tpesorax. [loxBanute uX M MOCOBETYWTE NOAOWTM euwe pa3 B
NooBHbIX cryyasx.

BospacTt getenn ot 9 oo 12 net

B maHHOM BoO3pacTe feTn, Kak npaBusio, YXXe HacrbllwaHbl O TOM, Kakad
nHgopmauunsa cywecteyeT B MHTepHeTe. CoBepLUEHHO HOpMasibHO, YTO
OHM XOTAT 3TO yBUAETb, NPOYECTb, YCrbiwaTtb. [1py 3TOM HY>XXHO NOMHUTb,
YTO OOCTYN K HexenaTerbHbIM MaTepuanamMm MOXHO Nnerko 3abnoknmpoaTtb
npu nomMmowm cpeacts PoauTenbCcKoro KOHTPOIIS.

CoBeTbl N0 6e3onacHocTu anga aeten ot 9 go 12 net

1. Cospante CNMCOK AOMAalUHUX MpaBun noceweHns WHTepHeT npu
yyactum geten un Tpebyinte ero BbINOSTHEHUS.

2. Tpebynte ot Bawero pebeHka cobnogeHnss HOPM HaxoXxgeHuda 3a
KOMMbIOTEPOM.

3. Habnwopante 3a pebeHkoM npu paboTe 3a KOMMbIOTEPOM, MOKaXKUTE
emMy, 4To Bbl Becnokontecb 0 ero 6e3onacHOCTU N BCerga rotToBbl Oka3aTtb
€My NoMOLLb.

4. KomnbloTep ¢ nogkntoydeHmem B IHTEpHET OOMmKeH HaxoamTbes B obuien
KOMHaTe nog NpMcMoTPOM poauTesen.

5. Vicnonb3ynte cpeactea BNOKMPOBaHUA HeXenaTeflbHOro KOHTEHTa Kak
OOMNOSIHEHWE K CTaHAapTHOMY PoauTenbsCKOMY KOHTPOSHO.

6. He 3abbiBante npuHMMaTb HEMNOCPEACTBEHHOE Y4yacTue B >KU3HU
pebeHka, 6ecegoBaTtb ¢ AeTbMU 06 UX Apy3bsix B IHTepHeTe.

7. HactamBamTte, 4TObBbl OETWU HMKOrga He corfawanucb Ha JUYHble
BCTpeuu Cc Apy3bsamu rno IHTepHeTy.

8. MNMo3Bonante geTsam 3axoAuTb TOMbKO Ha canTbl M3 "Genoro" cnucka,
KOTOpbIN co3ganTe BMecTe C HAMMW.

9. Tlpunyynte petenm HUKOrga He BblgaBaTb JIMYHYKD MHGOpMaLMIo
cpeacTBaMU 3MEKTPOHHOM MOYThbl, 4YaToB, CUCTEM MrHOBEHHOIO OBMeHa



COOBLEHNAMN, pPEerncTpaumoHHbIX (OpM, IMYHBLIX Npodunen u npu
perncrtpauum Ha KOHKypchl B VIHTepHeTe.

10. MNMpuyunte geten He 3arpyxaTb Nporpammbl 6e3 Balwlero paspelleHus.
O6bACHUTE MM, YTO OHM MOTYT CIly4arHO 3arpy3uTb BUPYCbl UKW Opyroe
HexxenaTersibHoe nporpamMmMHoe obecrneyeHue.

11. Cospante Bawemy pebeHKy OrpaHuYeHHy YyYeTHYH 3anucb AJis
paboTbl HA KOMMbIOTEPE.

12. lMpuyunte Bawero pebeHka coobuate BaMm O MObObIX yrpo3ax wunu
TpeBorax, CBsi3aHHbIX C WHTepHeTOM. HanomHute OeTsM, 4TO OHU B
BGesonacHocTn, ecnMm camMu pacckasanm BamM O CBOMX TpeBorax W
OonaceHusX.

13. Pacckaxute getsam o nopHorpadum B IHTepHeTe.

14. HactanBanTe Ha TOM, 4TOObI 4eT NpeaoCcTaBnsanmM Bam JOCTYN K CBOEN
SNIEKTPOHHOM MoYTe, YTOOblI Bbl yOeaunucb, YTO OHWM He obuwarTca C
He3HaKoMLLaMMu.

15. OObACHUTE OeTsM, UYTO Herlb3s UCMOoNb30BaTh CeTb NS XYNUraHcTBa,
pacrnpoCcTpaHeHusi CNNeTeH Unn yrpos.

Bospact getenn ot 13 oo 17 net

B aToM BO3pacTe NOOPOCTKM aKTUBHO MCMOSIb3YHOT MOUCKOBbIE MaLUUHbI,
NOSMb3YKTCA 3SIEKTPOHHOM MNOYTON, cnyxb6amy MrHOBEeHHOro obMeHa
coobLEeHnAMN, cKadumBatoT My3blKy U dunibMbl. Manbyinkam B 9TOM
Bo3pacTe 6ornblle NO HpaBy CMeTaTb BCE OrpPaHUYEHUS, OHU XaxayT
rpyboro tomopa, asapTHbIX Wrp, KapTMHOK "gns B3pocnblxX'. [1eBO4KkM
npegnoynTatoT obwaTtbCcs B 4atax, nNpM I9TOM OHW ropa3go Oonee
4YyBCTBUTENbHbI K CEKCYarnbHbIM AOoMoraTenscrteam B IHTepHeTe.
3a4acTyilo B [daHHOM BO3pacTe poaUTENAM YXe BeCbMa CIOXHO
KOHTpONMpoOBaTb CBOUX AeTeun, Tak Kak o6 VHTepHeTe OHM yxe 3HaloT
3HauyuTenbHO 6osblie CBOMX poauTenen. Tem He MeHee, He OTMyckauTe
neten B "cBobogHoe nnaBaHue" no WMHTepHeTy. CTapamTecb akTMBHO
yyacTBoBaTb B 06LieHun pebeHka B NHTepHeTe.

BaxHO no-npexHemy cTporo  cobntogate  npasuna  MIHTepHeT-
BGesonacHoCcTn - cornaiwleHne mexay poautensmun u getbmu. Kpome Toro,
HeobX0OMMO KaK MOXHO 4Yalle npocMaTpuBaTb OTYETbl O OEeATEeNbHOCTU
neten B MHTepHeTte. Cnenyet obpatuTb BHMMaHME Ha Heob6XOAUMMOCTb
coaepXxaHusa poauTenbCckux naponen (naponen agMMHUCTPATOPOB) B
CTPOrom cekpeTe u obpaTuTb BHUMAHWE Ha CTPOroCcTb 3TUX Naponen.
CoBeTbl Mo 6e3onacHOCTK B 3TOM Bo3pacTe oT 13 oo 17 net

1. CosganTte CNMCOK AoMallHMX npaBun noceweHna WHTepHeTa npwu
y4acTum nogpoCcTKoB WU  Tpebynte 6e3yCrioBHOrO €ro  BbINOSIHEHUS.
O6roBopute ¢ pebeHKOM CNMCOK 3anpeLLeHHbIX canToB ("4epHbI cAncok"),
Yyacbl paboTbl B VIHTepHeTe, pyKkoBOACTBO No obueHnto B NHTepHeTe (B
TOM 4ucrie B YaTax).

2. KomnbloTep ¢ nogkrnodeHnem K cetu VIHTepHeT OoMmKeH HaxoauTbCHa B
obLen komHare.



3. He 3abbiBante 6ecenoBatb ¢ AeTbMn 006 nx Opy3bsix B IHTepHeTe, O
TOM, YEM OHM 3aHATbI Takum obpasom, OyaTo peyb mMaeT O Apy3bsx B
peanbHOW Xu3Hu. CnpawmBanTe O nNOAAX, C KOTOpbIMA eTn obLiatoTca
nocpeacTtBoM cCrnyx6 MrHoBeHHoro ofbmeHa CcoolOLeHnaMn, YTobbI
ybeanTbCs, 4TO 3TU NoaN UM 3HAKOMBbI.

4. Ncnonb3ynte cpeactBa GrIOKMPOBaHUS HexXenaTernbHOro KOHTEHTa Kak
OOMNOSIHEHME K CTaHAapTHOMY PoauTenbCKOMY KOHTPOSHO.

5. Heobxogumo 3HaTb, KakMmuM 4Yatamu nonb3ywTca Bawu pgetw.
[Moowwpante ncnonb3oBaHMe MOAEPUPYEMbIX YaTOB U HAcTamBanTe, YToObI
OeTn He obLanucb B NPUBaTHOM peXuMe.

6. HactanBante Ha ToM, 4TOObl OE€TM HUKOrda HEe BCTPEYanucb JIMYHO C
apysbsmun n3 cetn VIHTepHer.

7. MNMpuyynTte geten He BbligaBaTb CBO JIMYHYIO MHPOpMaLMIO CcpeacTBamu
9IEKTPOHHOM MOYTbl, YaTOB, CUCTEM MIHOBEHHOro 0bMeHa CooBLLEHUSAMN,
PEernMcTpaunoHHbiX OpPM, JNUYHBLIX Npodunen u npu perncTpauum Ha
KOHKYpCbl B IHTEpHeTeE.

8. MNpuyunTte geten He 3arpyxaTb nporpammbl 6e€3 Ballero paspelueHust.
O6bACHUTE MM, YTO OHM MOTYT Cy4YamHO 3arpy3vTb BUPYCbl UK Apyroe
HexenaTtenbHoe nporpamMmmMmHoe obecrneyeHue.

9. lMpuyunte Bawero pebeHka coobwaTb BaMm O NOObIX yrpo3ax wumnm
TpeBorax, CBsi3aHHbIX C VHTepHeTOM. HanomHute pOeTrsiM, 4TO OHM B
BGesonacHocTn, ecnnm camMm pacckasanu BamM, O CBOMX Yrpo3ax Wnu
Tpesorax. [loxBanute ux M NOCoOBeTynTe NOAOWTU euwe pa3 B NOAOOHbIX
cnyyasx.

10. Pacckaxute petsam o nopHorpadpum B WHTepHeTte. [lomornte wum
3aWnTUTLCA OT cnama. Hayyute nogpocTKoB He BblgaBaTb B WHTepHeTe
CBOEro pearnbHOro  SMIEeKTPOHHOro  agpeca, He oOTBe4yaTb Ha
HeXenaTenbHble nNUCbMa W UCMONb30BaTb ChNeunanbHble MNOYTOBbIE
dunbTPLI.

11. Tpuyunte cebs 3HAKOMUTLCSA C CaWTaMW, KOTOpble MocewarT
NOLPOCTKMW.

12. HayunTte geten yBaxaTb APYrnMx B UHTeEpHeTe. YbeauTecb, YTO OHU
3HaKT O TOM, YTO NpaBuIia XOpoLlero NoBeeHNs OEeNCTBYIOT Be3ae - Aaxe
B BUPTYyasribHOM Mupe.

13. O6bACHUTE OETSAM, YTO HM B KOEM Clyyae Henb3s ucnonb3oBatb CeTb
OS5 XyNUraHcTea, pacrnpoCcTpaHeHus CNreTeH Unu yrpo3 Apyrum niogsam.
14. Obcyaute ¢ nogpocTkamm npobnembl CeTeBbIX a3apTHbIX UMP U KX
BO3MOXHbIA PUCK. HanomMHuUTe, 4TO OeTM He MOryT urpaTb B 3TU Urpbl
COrflaCHO 3aKOHY.

[MOCTOSAHHO KOHTpPONUPYMNTE Ucnonb3oBaHne NHTepHeTa Bawmm pebeHkom!
OTO He HapyweHuMe ero JIMY4HOro  MNPOCTpaHCTBa, a  Mepa
NnPeLOCTOPOXHOCTHU n nposasreHne Bawwen POANTESTbCKOW
OTBETCTBEHHOCTU U 3a60ThbI.



